558 %5 5 W P 26 545 JE 2 A AR Vol.8 No.5
2022 4£ 10 H Chinese Journal of Network and Information Security October 2022

AT RRRR A AR E I S A

B, 2, ReE, TEF, AR, T
(EETRRY:, W AN 450001)

o OE: R, DLRE AN EERL N T BT AAB A i e b, HILKZ AFREE, &
FIF NN R, SEGRMEREM R AL, B K R m B = o5 1E B S T iR . fEE
Bl BRIT\ DREE 505 I 2 A S T MR e 1k SR P (0 DB AT, M 7 Y (00 AN W A R o HE B 45 TR A O
[l B R, BRI, 7 K T AR AR M AN X L L R Go s 3@ 2 1 T AR U HE R A B A O
TRMWATS5, TER—AN AT SERAT AR . AR B N Bt B AR R A 7 02—, @ %S SO 2 i3k 47
HERL, DG MR T SR R 2 I R A SR R 00 &R, )TV RO T R . T S Y R AR
BHUR SRR R b, B AR . BN SRR BB, N HEE S AR AT R, NSOl iR A T
B REIR AL TR . T PR U P A B X — A AT T AT SRR . AR T AT AR N A BR AN AR
HEFIAH OO o VRANA 23T A7 Sk v A e iR S HE R 5 v i Bl ALk, AN TR BB 3 ANIE FE 3 X A
R, ST ANE RN B R HER 735 o 2 R T AR 1 e Pl e B 0 i R R SR 7 7 1)

KRR VR RS AR TR B EA

FESAES: TP309

NHAMRERD: A

DOI: 10.11959/j.issn.2096—109x.2022063

Survey on explainable knowledge graph reasoning methods

XIAYi, LAN Mingjng, CHEN Xiaohui, LUO Junyong, ZHOU Gang, HE Peng
Information Engineering University, Zhengzhou 450001, China
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care and cyber security. Therefore, the interpretability of artificial intelligence should be integrated into these

algorithms and systems in the process of knowledge reasoning. By means of carrying out explicit explainable

intelligence reasoning based on discrete symbolic representation and combining technologies in different fields, a

behavior explanation mechanism can be formed which is an important way for artificial intelligence to realize data

perception to intelligence perception. A comprehensive review of explainable knowledge graph reasoning was given.

The concepts of explainable artificial intelligence and knowledge reasoning were introduced briefly. The latest

research progress of explainable knowledge graph reasoning methods based on the three paradigms of artificial

intelligence was introduced. Specifically, the ideas and improvement process of the algorithms in different scenarios

of explainable knowledge graph reasoning were explained in detail. Moreover, the future research direction and the

prospect of explainable knowledge graph reasoning were discussed.

Keywords: knowledge reasoning, knowledge graph, explainable artificial intelligence, information security
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SERE, 1R SO R AR R 7 vk T B
BEAT o U BUA S S e A FR AR 5%, RIS, AR
ZIREFRBEAE S A, FIRE R
KA G, HETHR TSR R T iRt
HARMy, W3 3 Pox, 78R iRk e 7
FEE T SR AT AR SR S B vl I i N R R
B, S — NSRRI BT M AR R, B
T AR A T ) AR PR — AN B — 2R s ], 484 TR
FOIC AT fRRE s VTR e A Ty T T, PR AR
100 RT iR M A 3 I I 1 % 2R A X B I
F] . SCAARKRBEHIME BATIRAL, R A
RDAAMEE B AT 4B, DRI mT fgeRe i = AR U7 =X
e d T AR o LE VR AL DT, RRE



© 14 2% 55 22 A AR E R
F 3 EREEXHHAERRMIREE R
Table 3 Explainable knowledge graph reasoning methods in connectionism
; N , g b i3 LN 27 C— FERE ATRRRER AR FUESR
LES Wi ENEE RO 1 S SRSV S R L Ot | A S S 2 T 1114
TP TransE(2013)%” 0.326 0.363
T RotateE(2019)"" N 0338 0.487 FEE HE R e
> %%?J DuelE(2021)1Y *”FHA%”%@‘D% 0.492 0.423 - AR RIMRRE TR s
B MuRPQ020)%  FBUEL A§50 g 418 0447  RAEMA,
o0 SIS NUS ) WHARAE
STk RESCAL(2015) KA AT 0.227 0.255 SEARZ IR
= I DisMult(2016)'" f{L i SiEAT 0312 0263 K& Gk HE  REE e
@»ﬁj ASNALOGY 2019y HEEL T 0356 0.275 ATRRE MR TR s
= 0.409 0.356

TuckER(2020)!'*!

TR T € M BCR BAAME ., LA RERR
FE TR, AR, i F B, i
Fon B a2 HARYE LA I PR DO RE, XA
Kut, AT AR AR HAB SRR K T R B S : AE
AR Nl s PRI T, 2R T VA
F T 8020 S 438
24 #HECRESRAERIRENEHIR G A

F A2 IR B R AR B R ON A2 2 Y
(TransE®"), RotatEP"45), T4 7 K07 i HE T 2%
2, HARKH g AR B AT AR . BT R
P48 2 i 5 238 454 J7 v (AMIE+P?
RDF2Rule!™ %5 ) 7£ $7 T+ i B 5 72 AT A B 25 11 7]
W, ST R E. R, @idds
F RS, RIS SRR ] Rt AR P
AP35 DA R A 28 I 28 T VR AR S bt 5 RCE AR
e, TR AR, ALl E R L g
[y R = R =T i I i o e Y
LEINER TRV . IR PR AR AR E A, T
DLK B 24 VR A HEER 515 2 A5 FU 0 1 s p 22
X 285 P4 2R L HHE R R ot 420 IXX) 8% 88 5 455 0 ) P R
HEFE
241 A5 HLNE iRAYZ W 464 4 iR e 3
TS5 FN) A T e 2 X 2% B R HE R, 4R A
FHIZ AR A () i, HESE T I SR AN OC 2 okt
— PRI P0G IR 8 HE B P RN . B AT
= 2] JR AR B DR AFAE ) = S, (R
S1 I IR AR A T ) — S B AE RS =T
HH, AP A n] DLZE SR I R4 EadkT
222, TESCELEE E R TN A R R, TRl R
FUEZYRE ST Rtk i T NEI i o G

Guo 2R ) KALE BEAGE S — W2 4

W = oA G — ke, WL B — g —
(s iE], AT A, 8 AR ALK — B 1A
PARE NN NERIR B HARTT 732 3 AR50
—UHEEL, BN, BEY ). miE 9
B, AT R B TransE A7 7% = o4 33047 48
P, A8 t-norm FEORE 48 7 V25 I R AT A
= e H AR BN R T ARE, BT RE S
2], Ee/MEA R K DA 2] R 2 = o4 AR
TR SEf . KRN . Nk — R U (1 —
P N St B AR B 10 7 3, Guo 25U Pl
KALE Fy%:at F#2H T RUGE #i%, RUGE %!
A 1B KALE 8 0RE B 24 AR A Ay 1 5
B Ab 3, T K RUR A= 16 = e A AR ARl
Z IR SRR R, RUGE HRE 2480
RN R DA AR ARIC 0 = JC 4L RT FIAE =R 33t
ATTRI, AR5 2 3 3 T A 2 A AR A b 28 1) =0t
X} SR G R R AN BT BT, IR AT B
RAARIL = ICH P RN BB RE, SR sk
FOR R RN DLEAT HERE

S —~
‘ @
O

LA >

(hHE, &%, 5 = e, 6, FE)

9 KALE B RN SRR &
Figure 9 Illustration of joint embedding knowledge graph
and logical rules in KALE



%5 SR TR AR R T VA SR c 15

F TR WA 25 H RN A 9y 5 VA AE AR BE e R
HAFE S RO ORI 0, DAL T P Ak
55, Wang !N K = S0 4UREE A SRR
A — TR ARG IX A R, AR —
Wi b AL SRR SC R IR B DL, AT )
BAERRIZE, B AT . 3R 4 U
W7 — W2 Ak U e A, 3RS U T AR
FFRIE A — BB HATIT 207 % R
S AR =Jcd, AR DLERRAE R (A
BEAT AR, S SURT S U 45 4 FR A BRI RN AR
FAB ] fE R 1 5

x4 —MEERAEESR

Table 4 The form of first-order logic
=G AR AR —BrZ R
(h,r,t) r(h)y=>t

[(he OYALr () =>1]]

(h,”i:t):>(h’r2’t) =>[r,(h) =>1]

[[r(e) =>e,]n[r(e,) =>e,]]

=[re)=>e]

(el>ri’ez)+(ezir2’e3)

=> (6157'3563)

([ () => 1] =>[r,(t) => h]] A

hyi,t) <=> (t,1,,h
(hor 1) <= (673, 1) [0, (0) => k] =>[1;(h) => 1]

®5 —MZENBERE
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Table 7 Explainable knowledge reasoning methods and their characteristics
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